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ON DATA BANKS AND PRIVACY HOMOMORPHISMS

Ronald L. Rivest
Len Adleman
Michael L. Dertouzos

Massachusetts Institute of Technology
Cambridge, Massachusetts

I. INTRODUCTION

Encryption is a well-known technique for preserving the
privacy of sensitive information. One of the basic, apparently
inherent, limitations of this technique is that an information
system working with encrypted data can at most store or retrieve
the data for the user; any more complicated operations seem to
require that the data be decrypted before being operated on.

This limitation follows from the choice of encryption functions
used, however, and although there are some truly inherent
limitations on what can be accomplished, we shall see that it
appears likely that there exist encryption functions which permit
encrypted data to be operated on without preliminary decryption
of the operands, for many sets of interesting operations. These
special encryption functions we call "privacy homomorphisms';
they form an interesting subset of arbitrary encryption schemes
(called "privacy transformations").

As a sample application, consider a small loan company which
uses a commercial time-sharing service to store its records. The
loan company's "data bank' obviously contains sensitive informa-
tion which should be kept private. On the other hand, suppose
that the information protection techniques employed by the time-
sharing service are not considered adequate by the loan company.
In particular, the systems programmers would presumably have
access to the sensitive information. The loan company therefore
decides to encrypt all of its data kept in the data bank and to
maintain a policy of only decrypting data at the home office —-—
data will never be decrypted by the time-shared computer. The
situation is thus that of Figure 1, where the wavy line encircles
the physically secure premises of the loan company.

Copyright © 1978 by Academic Press, Inc.

[1]http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.
1.500.3989&rep=rep1&type=pdf



DEVIEW

2.3 %-6-:'O|.§9-| O ?_-?ljé-_l_ 2021

A FULLY HOMOMORPHIC ENCRYPTION SCHEME

HE oS EAH Okl gl A0
N '(Bootstl’applﬂg) = Soff oot 5lx9 v
_I_A-” O:I * I_O | 7 |_i_6|_ Q-I_ 5_64 O AND THE COMMITTEE ON GRADUATE STUDIES

I_ [ -
2 ( F u | | OF STANFORD UNIVERSITY
- L-O O IN PARTIAL FULFILLMENT OF THE REQUIREMENTS

FOR THE DEGREE OF

O
hOmomOI’ph|C encrypt|on)9_| AX‘l jl-h*" DOCTOR OF PHILOSOPHY

AA]

Craig Gentry
September 2009

[2] https://crypto.stanford.edu/craig/craig-thesis.pdf
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CPU AMEO|X 2] SH| QILFELC] Hf
CPU AMEO{|A] o BHf2A]| XK &

CPU/GPU Info vCPU Mem |KeyGen| Enc Sum Avg Var Corr
Intel Xeon Gold 5220 CPU @ 3ZGB(GP
GPU | 2.20GHz / GV 100GL [Tesla V100 16 837X 1.9 0.63 0.1 0.099 0.053
PCle 32GB] U)
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poly(evaluator, mult_key, ciphertext):

—_ A q E.l E E E‘SH 6:”0" poly_coeffs = [1, 2, 3, 4, 5]
Python ——H-d —= o L O ciphertext_tmpd, ciphertext_tmpl, ciphertext_tmp2 = heaan.Ciphertext(), heaan.Ciphertext(), heaan.Ciphertext()
x-” — s E_CI)_:IO I__._ O:I*I- jl Lo ciphertext_result = iphertext()
o L o on L o= for index, value in enumerate(coeff):
—_ —_ if index == 0:
51011, YTBIE|X| o2 BE =
Taorl, HRerelXl e 8T o e
|:_| O E_' E *I-(ID-H j:' _l §I’O | j L evaluator.mult(ciphertext, value, ciphertext_tmpl)
=o =2+ FHL 1o elee:
evaluator.mult(ciphertext, ciphertext_tmpd, mult_key, ciphertext_tmp@)
_ xl.*_l —6—'_ A _—_' E_l E = O-lE _ —C|)—|_D:| evaluator.mult(ciphertext_tmp@, value, ciphertext_tmp2)
10 L ——m——H-H—= H —_— L evaluator.add(ciphertext_tmpl, ciphertext_tmp2, ciphertext_tmpl)
evaluator.add(ciphertext_tmpl, coeff_zero, ciphertext_result)
O 29_'.5 E_-” O | E—I E E.E_l- O |: 2 j return ciphertext_result
O — = — °—
poly_result = poly(evalutator, mult_key, ciphertext)
O Al 23l D=
o |-_
LLL- T O o pi-HEaaN A3 ZE Of]A|
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I aracer: | stamwrn || oazay v WIEEEN oopetees  4BdYwiz  oMRDY v
(-} = HTE= a-la LV (-}
IMH 7ciesc v 7|9EC folE| K 23 sample_folder

ot el v

&3 somple foder 1 : I \ eac
3108 314 T A —

[ dup_task_start_test

W samplekey depthS) B 7| LICk A SHOI B 202109291609 3y _— et 18 Holet 37 ca 4

Aol st

240454274 HHO|E 20210929 16:12
CARE TR
7|0/§ samplekey e 4 G0JE] 0| sample_depths_data iENES titanic_test csv
744 depthSQ) 4% 7] 2LICH 2/ 5ol 34 o4pto] s LI AR 202149929T1609:48 ORI 20454204 gedoy  gER
- . O1F: A ’-“EJ” 53 o537
Capabilty @ Depth § UHEEI] 8102 U5y goig wzs g7 samplekey
Column 1 Row 214

44N 2021-09-29T16:12:51 HESYYN 2021-09:29T16:12:51
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HEaaN (Homomorphic Encryption for Arithmetic of Approximate Numbers)
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int sum(int a, int b) {
return a + b;

}

#include <tfhe.h>

void sum (LweSample* result,
const LweSample* a,
const LweSample* b,
const int nb_bits,
const TfheKeySet* bk) {
LweSample* carry = new_ciphertext(bk->params);
LweSample* temp = new_ciphertext (bk->params);

bootsCONSTANT (&carry, O, bk);

for (int i = 0; i < nb_bits; i++) {

bootsXOR (&temp, &alil, &b[il], bk);
bootsXOR (&result[i], &temp, &carry, bk);

bootsAND (&carry, &carry, &temp, bk);

bootsAND (&temp, &al[il, &b[il, bk);

bootsOR (&carry, &temp, &carry, bk);
¥

delete_ciphertext (carry);
delete_ciphertext (temp);
i}

[&X] https://storage.googleapis.com/pub-tools-public-publication-
data/pdf/bec910c4455e5f0464ce112678424dac729a4448 pdf
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